A Feasible Cellular
Internet of Things
Enabling edge computing and the IoT
in dense futuristic cellular networks.

©iStockphoto/jamesteohart

©iStockphoto.com/Keith Bishop

T

he cellular Internet of Things (C-IoT) with
edge computing (EC) is one of the most promising technologies in fifth-generation (5G) cellular
systems, which enables connecting everything to
the Internet. C-IoT devices are low powered and
support a longer transmission range, and they are developed to enable IoT in both dense and remote areas.
Machine-type communication (MTC)/C-IoT devices need
a ubiquitous connectivity, which is provided by the cellular infrastructure. As the density of these devices increases, it becomes more challenging to connect them to the
cellular network within the stipulated amount of time. In
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this article, we look at two typical deployment scenarios
of C-IoT with EC, identify the crucial challenges, and provide solutions. One solution is the RACH procedure,
which enables a million devices to access the cellular network. Our emphasis is on a fast RACH procedure that
allows C-IoT devices to perform a successful RACH with
fewer attempts, which saves power.

THE CELLULAR INTERNET OF THINGS
The C-IoT [1], [2] is emerging as one of the key transforming technologies in the 5G system, which allows millions of
devices to connect to a single base station (BS). C-IoT technology is new and tailored for IoT devices. C-IoT devices
are small and run on battery power or the grid, depending
on the mode of deployment. They may have a global-positioning system receiver for position information, or they can
use the cellular signal to determine the location. The primary connectivity for these devices is through the long-range
cellular signal. The main purpose of the device is to sense
and report. Due to the large coverage areas served and inexpensive hardware used, these devices are densely deployed
and cover a vast number of applications. In some time-sensitive applications like lane switching, where connecting to
the Internet will fail to meet the time budget, the command
and control will reside at the cellular BS in the form of EC
devices. In this context, the C-IoT can be called the cellular
of things, but we stick to the term C-IoT, as most of these
applications are incomplete without the Internet. Cisco predicts the number of C-IoT devices will reach 50 billion by
2020 [2]. These devices will increase the network congestion. When operators struggle to address the coverage issue
for cellular devices by placing more BSs, these C-IoT
devices easily work at lower frequencies using the narrowband spectrum.
In a metropolitan city like Mumbai, India, where the population density exceeds 20,000 people/km2 the problem of
coverage becomes highly challenging. A long-term evolution
(LTE) BS deployed in this geographical region that can
cover an area roughly 1 km in radius is expected to serve 105
C-IoT devices. Operators have to guarantee the quality of
service (QoS) for both human-to-human (H2H) connections
as well as C-IoT connections. It is not possible to connect all
devices due to the limited number of available PRACH preambles (i.e., 64 preamble). Also, the number of PRACH
resources in a subframe is limited to six resource blocks
(RB) as specified by the Third Generation Partnership Project (3GPP), which corresponds to 1.4 MHz. Each RB constitutes 180-kHz bandwidth with six or seven OFDM symbols.
It becomes a challenge for an operator to enable more C-IoT
devices under a single BS and be given enough resources to
fulfill the application needs.
The IoT is useful in vehicular telematics, agriculture,
tracking, energy/smart grid, smart metering, environment
and industrial applications, smart cities, secure/smart homes,
and mobile health applications, as shown in Figure 1.
Due to the vast application space, the demand for C-IoT

devices is increasing exponentially. To serve the requirements of all these applications, a reliable and persistent
connection is vital. Cellular networks give a ubiquitous
connectivity, providing a very low outage probability that
is not possible with solutions like Bluetooth, ZigBee, or
Wi-Fi. These C-IoT devices will cost much less due to the
competitive market and an ever-increasing demand. The
market will be flooded with billions of devices over the
next ten years, mostly wearable and personal devices.

In a metropolitan city like Mumbai,
India, where the population density
exceeds 20,000 people/km2, the
problem of coverage becomes
highly challenging.
These devices cater to many consumer needs, from utility
bills to health monitoring. Every sense and report application can be realized with this system. With the addition of
EC, the system becomes more tactile and free from delays,
which helps the developers create mission-critical applications like high-speed autopilot systems for automobiles.
Figure 2 shows urban, suburban, industrial, and rural
deployment of C-IoT devices. Suburban and industrial areas
are moderately dense, and most of the applications rely on
fixed solutions. Urban and rural areas have the highest density
and a vast number of C-IoT devices because of the dense
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FIGURE 1. The applications of IoT. M2M: machine to machine.
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toring, fire monitoring, and traffic monitoring and nonurgent data such as that involved in pollution monitoring and
temperature monitoring. An example of nonfrequent data is
the information used to generate utility bills. DFD C-IoT
devices need access to BSs within a short stipulated time
frame, whereas DNFD devices need energy-efficient access
to the BS because these DNFDs have to run on a small battery pack for years. There is a stringent requirement for
DFD to have fewer communication delays and fast access,
whereas DNFDs are required to consume as little power as
possible. We propose a novel fast RACH mechanism to
address the requirements of both DFDs and DNFDs. Additionally, DFD data that are generated by a huge number of
devices, as in the case of fire monitoring, pollution monitoring, and temperature monitoring, will cause a signal load
in the network. To reduce this network burden, we propose
the use of EC to process these data at the edge of the network (at eNodeB) and send the processed information to
the destination. Introducing computing at the edge of the network reduces the load on the network, thereby
Smart Homes and City
enhancing the network capacity.

population in urban areas and the deep forests and vast agricultural lands in rural areas. C-IoT devices are typically small
and can be deployed in any type of terrain. Most of the power-limited C-IoT devices are deployed in fixed locations and
are required to run for years on limited battery power.
Hence, these C-IoT devices need to access the network in an
energy-efficient way, which includes fewer RACH attempts.
RACH is used for associating a device to the serving BS; the
RACH mechanism plays a major role in the energy consumption of the device. For every failed RACH attempt, the
device resides in a state of contention, which increases the
power consumption. Unlike mobile phones, C-IoT devices
wake up and transmit a small amount of data, then go to
sleep once the data are transmitted.
C-IoT devices can be classified into two types [3]:
devices generating data frequently (DFD) and devices generating data less frequently (DNFD). Frequently generated
data include urgent data like that involved in health moni-
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FIGURE 2. The deployment scenarios of C-IoT devices.

MME

H2H

BS

S1

BS

P-GW

S1

Internet
S-GW

C-IoT Deployment and
Challenges
There are three major ways to connect
IoT devices to the Internet: via ZigBee, which is a low-power, low-coverage solution; via Wi-Fi, another
low-power solution that offers extended coverage; and via a cellular connection, a low-power solution that is
ubiquitous and offers longer coverage. For long-range outdoor deployment, a cellular connection is the
preferred choice among these three
options. In [1] and [4], an overview of
IoT in terms of technologies, protocols, and applications is provided.
These studies enumerated the relationship between IoT and other
emerging technologies like big data
analytics, network function virtualization, software-defined networks, and
cloud computing. Here we look at
two deployment scenarios and identify the challenges at the physical and
medium access levels.

Deployment
URBAN DENSE DEPLOYMENT

C-IoT
FIGURE 3. Urban dense deployment of C-IoT devices. MME: mobility management entity;
P-GW: packet gateway; S-GW: serving-gateway.
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Figure 3 shows dense BS deployment
with C-IoT devices. All of these C-IoT
devices connect to the BS. Then all
the BSs connect to the mobility

 anagement entity via backhaul for paging and mobility
m
information. These BSs also connect to the serving gateway for routing of packets during handovers. Packet gateways play a key role in policy control and establishing QoS
bearers. Finally, the BS is connected to the Internet. The
deployment of C-IoT devices can be categorized in two
major categories:
▼▼ Static: In static deployment [5], [6], all of the C-IoT devices are deployed in a planned fashion. For example, applications like smart-grid monitoring, bridge monitoring, and
pollution monitoring don’t involve any motion of the
C-IoT devices.
▼▼ Dynamic: In dynamic deployment [7], [8], all of the C-IoT
devices are deployed in an unplanned manner; for example, in a smart city, smart vehicles move dynamically
based on the hour, time, and day. It is hard to predict the
C-IoT load in each cell, which leads to problems like load
imbalance and group handover.

REMOTE SENSING
In remote sensing, the sensor nodes are deployed by helicopters to monitor regions like dense forests, where human activity is almost nonexistent. The deployed sensors will sense the
environment and update the information in a fixed time interval to the sink. The sink can be any device; deploying a BS in
a remote area will not be of interest for an operator. Devices
like drones can be made to fly over the region for data acquisition, as shown in Figure 4. Here drones are considered as
mobile cellular BSs, which are connected to monitoring stations through line of sight wireless backhaul. The sink drones
will collect and process the data from the C-IoT devices.
These drones are capable of computing, and they are also
capable of processing the received data (EC devices). Drones
that fly over the forest exchange data across themselves. The
shortest routing and sharing of information across drones is
carried out, and the processed information is reported to
monitoring units. Based on reported information, the actuator
will be initiated to carry out further necessary actions.
The challenges that arise in remote sensor deployment are
as follows:
▼▼ Battery: The device cannot stand by for a long time with
limited battery backup, and it is difficult to recharge or
replace the battery in harsh terrains.
▼▼ Node failure: The sensor nodes fail due to natural disasters
like exposure to fire or acidic substances. Hence, it is challenging to monitor the health of the sensor nodes.
▼▼ Coverage holes: Unplanned deployment of sensor nodes from
helicopters leads to coverage holes in some geographical terrains. Hence, more accurate placement of these devices is
required. This can be solved by using huge volumes of nodes.

The market will be flooded with
billions of devices over the next
ten years, mostly wearable and
personal devices.
applications (for example, health monitoring), it is mandatory
for the operators to ensure a good signal in all geographical
regions. The objectives to be considered for C-IoT in the context of coverage are:
▼▼ Coverage holes: If the cells are not planned properly, coverage holes may develop, where users get a very low signal-tointerference plus noise ratio (SINR) (i.e., < –5 dB) and the
basic connection or communication for C-IoT is not feasible.
▼▼ Interference: Another problem is lack of proper cell planning, which leads to overlapped regions (see Figure 3).
Devices in these regions experience poor SINR due to
cotier interference from neighboring BSs.
▼▼ BS count: Maximizing the coverage to support a large
number of C-IoT devices and reducing interference by
using the minimum number of BSs are required for operators to reduce CAPEX and OPEX. BS count plays an
important role in achieving this goal.

DENSITY
As the coverage increases, the number of devices under a single BS increases; without proper mechanisms to handle them,
the network might fail. Handling millions of devices under a
single BS is a challenging problem, which has been worked
out by 3GPP. An extended access barring (EAB) mechanism
was proposed in release 11 [9]; this mechanism allows the BS
to restrict access to a class (low priority) of user equipment
(UE) when the network is overloaded. The barred information
is transmitted to the corresponding UE using system information block messages. There are different infrastructure solutions available in the markets that increase the CAPEX and
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Ubiquitous coverage is one of the most important requirements for a 5G network. As we are dealing with critical

FIGURE 4. Examples of remote sensing deployment.
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C-IoT is useful in mission-critical
tasks such as lane switching in car
autopilots, where data have to be
processed collectively and decisions
have to be made within
milliseconds of time.
OPEX of the operator. These solutions are briefly discussed
later in this article.

TACTILITY
C-IoT is useful in mission-critical tasks such as lane switching
in car autopilots, where data have to be processed collectively
and decisions have to be made within milliseconds of time. In
traditional networks, the sensed data would have to traverse
through the core network and decisions would be sent after
the data were collectively processed at a data center. Alternatively, the data would be processed at the sensing location
itself; however, multiple cars might be using the same applications in the same vicinity, in which case collective processing
would reveal more about the situation. EC makes perfect
sense for applications in which the sensor data from multiple
C-IoT devices can be collectively processed at the BS itself.
This opens up a huge market for providing a variety of services at the edge. In upcoming sections, we talk more about EC
and its enablers.

Key Transforming Solutions
Coverage, density, and tactility are identified as the major
challenges to enable C-IoT. Coverage is addressed by narrowband systems, which are gaining momentum, with 3GPP
taking up narrowband IoT (NB-IoT) [12] for study. Density
is addressed by using an efficient RACH procedure that

enables a million devices under a single BS. Tactility is
enabled by employing EC at the BS, catering to the needs of
different applications. In upcoming sections, we give a brief
overview on NB-IoT and EC and discuss RACH procedures
in detail, placing emphasis on a fast RACH mechanism that
reduces access time and power consumption.

NarrowBand Systems
A NB-IoT supports bidirectional communication in a reliable and secure context using a cellular connection with narrow bandwidth. The key components in NB-IoT are
low-power operation and a large coverage area. NB-IoT will
support narrowband operation with 180-kHz bandwidth for
both the downlink and uplink. Downlink is orthogonal frequency division multiple access (FDMA); uplink can be
FDMA with Gaussian minimum-shift keying modulation
[13] and/or single-carrier FDMA. It is challenging for NBIOT to support scalable data rate and latency. Mobility in
this context further increases the complexity. An NB-IoT
will support standalone operation [12] (supporting GSM carrier), guard band operation (using LTE guard band for transmission), and in-band operation (using resource blocks
within a regular LTE carrier). NB-IoTs are well suited for
smart monitoring, smart cities, automation, tracking, and
agriculture. NB systems use very low code rates and can
provide coverage even at –13 dB SINR.

Efficient RACH Procedures
When a huge number of devices tries to connect using an
H2H RACH procedure, it is highly probable that all C-IoT
devices will fail to connect to the BS [14]. Hence, an efficient random-access procedure is required to support these
millions of C-IoT devices. In [15], the authors propose a
novel framework and scheduling algorithm to reduce the collision rate and access delay of dense IoT devices by using
heterogeneous network architecture. In [16], a new connectionless communication protocol for IoT systems over LTE
mobile networks is proposed to spare signal exchanges at the
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FIGURE 5. The number of attempts made by 3GPP EAB versus the
fast RACH procedure.
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FIGURE 6. The number of successfully attached devices by 3GPP
EAB versus the fast RACH procedure.

Coverage, density, and tactility are
identified as the major challenges
to enable C-IoT.
Due to the constant association rate, the time taken for association is less in the case of fast RACH compared with 3GPP
EAB. It is evident from Figure 7 that the time saved using fast
RACH increases exponentially compared with 3GPP EAB as
the density of the network increases. This makes it a more feasible solution for emergency alert devices and devices that
operate with low power and dense deployments.

EC For C-IoT
EC shifts the paradigm of computation power from the cloud
toward the network edge [10]. Computing at the edge can be
realized as clustered computing farms for offering services.
EC has enormous potential for reducing the huge volume of
data exchange through the core network and also reduces
delay for mission-critical applications by processing the data
of multiple C-IoT devices collectively at the BS.
EC is gaining momentum in the context of IoT wherein
the data generated by devices are preprocessed before being
forwarded or signaled to an actuator. Applications like detection of poisonous gases in coal mines, evacuation and lockdown during nuclear core failure, military defense system
mechanisms, and car autopilot systems can be automated
using C-IoT coupled with EC. C-IoT opened a potential marketplace for EC where different services are provided to cater
to the applications developed using C-IoT devices.

Conclusion
In this article, we have listed the challenges that must be
addressed for C-IoT to be feasible and discussed two key
transforming solutions for the listed challenges. We
described the role of EC in C-IoT and its benefits in various
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cellular core for M2M communications, which also requires
no modifications to standard specifications. In [17], the
authors address this issue to facilitate the existence of cellular
MTC, which includes network architecture, the spectral
scarcity problem, and device requirements. In [18], the
authors have proposed a congestion-handling algorithm in
which a device that has been successful in resolving the
RACH collision informs the BS of the number of times it
backed off before the connection was established; this information is used to predict the load on the system, which can
be used to regulate the association parameters. This method
involves multiple tries to reduce overall contention in the
network by increasing the back-off time, and time-sensitive
applications suffer because of this delay. Most of the solutions are infrastructure based, which is costly and also
increases the load on the BS.
3GPP proposed the EAB procedure, in which the BS
broadcasts the transmission probability value P. Based on the
P value, each C-IoT device tries to connect to the BS over the
next T radio frames. This is not a dynamic solution, as
parameters like P and T must be chosen appropriately,
depending on the deployment scenario and the type of C-IoT
device. Presently, there is no solution to this problem, which
adjusts the parameters dynamically. We proposed a fast
RACH mechanism [19] similar to the 3GPP EAB, only faster
and more energy efficient. The proposed mechanism does not
adjust the parameters dynamically; the parameters are decided upon by the BS.
In the 3GPP method, each device attempts to connect to
the BS with a fixed probability. But the proposed fast
RACH mechanism allows for an increasing attempt probability. This is possible only if the BS broadcasts an estimate
of the number of devices in the cell. Using this estimate, all
of the devices will compute the probable number of successful devices in each radio frame and then try to increase their
attempt probability based on this estimation. With this
mechanism, a constant association rate can be achieved,
which reduces the time taken to connect to the BS. Simulations are performed for 105 devices, with 54 available preambles per radio frame.
Figure 5 shows the number of RACH attempts made by the
3GPP EAB and the fast RACH procedure. We can observe that
the 3GPP EAB procedure allows a greater number of devices
(i.e., roughly 110 devices) to attempt at once; hence, there is a
high chance of collision in the network. But in the case of the
fast RACH procedure, the allowed number of devices is fixed;
therefore, we can observe a steady number of attempts.
Figure 6 shows the number of successfully connected
devices for 3GPP EAB and fast RACH procedure. In this figure, we can observe that in 3GPP EAB, as the time increases,
the collision decreases and the number of device connections
relative to the number of devices attempting to connect also
increases; in fast RACH, however, the number of device
connections is almost constant. It is clear that the number of
successful attempts is higher in fast RACH compared with
3GPP EAB.
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FIGURE 7. The time saved by the fast RACH procedure compared
to 3GPP EAB.
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The time saved using fast RACH
increases exponentially compared
with 3GPP EAB as the density of the
network increases.

deployments. Also, we evaluated the performance of two
RACH mechanisms and presented the results, which suggest that fast RACH reduces the number of collisions and
also the time to associate in comparison with 3GPP EAB.
The theoretical analysis of the fast RACH and 3GPP EAB
is well formulated in [19]. Hence, the proposed mechanisms allow the connection of millions of C-IoT devices in
dense environments.
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